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Abstract—Phishing, a form of on-line identity theft, is a major 
problem worldwide, accounting for more than $7.5 Billion in 
losses in the US alone between 2005 and 2008.  Australia was the 
first country to be targeted by Internet bank phishing in 2003 
and continues to have a significant problem in this area.  The 
major cyber crime groups responsible for phishing are based in 
Eastern Europe.  They operate with a large degree of freedom 
due to the inherent difficulties in cross border law enforcement 
and the current situation in Eastern Europe, particularly in 
Russia and the Ukraine.  They employ highly sophisticated and 
efficient technical tools to compromise victims and subvert bank 
authentication systems.  However because it is difficult for them 
to repatriate the fraudulently obtained funds directly they 
employ Internet money mules in Australia to transfer the money 
via Western Union or Moneygram.  It is proposed a strategy, 
which firstly places more focus by Australian law enforcement 
upon transactions via Western Union and Moneygram to detect 
this money laundering, would significantly impact the success of 
the Phishing attack model.   This combined with a technical 
monitoring of Trojan technology and education of potential 
Internet money mules to avoid being duped would provide a 
winning strategy for the war on phishing for Australia. 

Keywords:  Cybercrime, Phishing, Eastern European organised 
crime, Money laundering. 

I.  INTRODUCTION 
Phishing is a form of online identity theft that employs both 

social engineering and technical subterfuge to steal victims' 
personal identity data and financial account credentials [2].  
Australia’s Internet banks have been subject to phishing attacks 
since early 2003.  The problem has continued to this date 
without abatement.  Globally phishing and related cybercrime 
is responsible for annual losses of billions of US dollars.  
Gartner have estimated the losses, just in the US, were over 
USD$7.5 Billion in the three years to September 2008 [13].  
The first phishing attacks against Internet banks globally were 
against Australian Banks.  However this was not a home-grown 
problem.  It is suspected those first few attacks in 2003 were 
the work of Ukrainian spammers [22].  Eastern European cyber 
criminals continue to play a major role in phishing attacks 
against Australia and indeed are significant factor in the global 
problem [23].  The early phishing attacks of 2003 were fake 
bank websites and were created on commercial web hosts.  
Those early methods have now been replaced by fast-flux 
attacks using Botnets [3] and sophisticated key loggers which 

can update themselves dynamically [15] to beat new enhanced 
authentication methods used by Internet banks such as Tokens 
and SMS codes.  These new Trojans can even automate the 
money laundering process.  Other than the method of 
compromise the modus operandi of the attacks and the 
underlying attack model has changed little.  While a few early 
attempts tried to directly send the money overseas via Overseas 
Telegraphic Transfers (OTTs), the method has either been 
removed or is so heavily monitored it is no longer a viable 
option.  The standard approach now is the use of Internet 
money mules (further described below) who transfer the money 
overseas via Western Union or Moneygram. It is proposed a 
strategy, which firstly places more focus by Australian law 
enforcement upon transactions via Western Union and 
Moneygram in an effort to detect this money laundering, would 
significantly impact the success of the Phishing attack model.   
This combined with a technical monitoring of Trojan 
technology and education of potential Internet money mules to 
avoid being duped would provide a winning strategy for the 
war on phishing for Australia. 

II. BACKGROUND OF PHISHING 

A. The Phishing War 
Avi Litan first used the term ‘War’ in this context declaring 

in 2009, “The War on Phishing Is Far From Over” [13].  It is 
rather apt to describe it as a war.  The forces behind phishing 
and those charged with fighting it are at war.  In this war there 
are battles and campaigns.  There is also an arms race with 
techniques and technology developed by cyber criminals to 
subvert Internet banks and in turn by the banks and law 
enforcement to respond.  Both sides are highly organized and 
bring considerable resources to the fight.   There are tactics and 
strategy for both sides. What the authors are proposing is a 
strategy to win this war.  A real strategy is not just following 
the logical but a bold choice to target something others, in the 
same position, may ignore.  The US Department of Defense 
define a strategy in the military context as, 

“A prudent idea or set of ideas for employing the 
instruments of national power in a synchronized and integrated 
fashion to achieve theater, national, and/or multinational 
objectives [27].” 

At this point the phishing war is not being won and is at 
best a stalemate with little end in sight.  It is hoped the 
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suggested strategy will target the weakness in the phishing 
attack model just as phishing attacks the weaknesses in Internet 
banking and cross border policing. 

B. Phishing 2003 and afterwards 
While the term phishing dates from the early 1990s, 

Internet bank phishing began in 2003.  The first Internet bank 
to be attacked was the Commonwealth Bank of Australia in 
March 2003.  It was quickly followed with attacks on ANZ, 
Bank of America and Westpac.  These attacks are suspected to 
have been the work of Ukrainian spammers and in particular 
Alex Mosh [22]. Spamhaus produce the Register of Known 
Spam Operations (ROKSO) and they rank the top ten 
spamming operations based upon the ROKSO database that 
collates information and evidence on known professional spam 
operations that have been terminated by a minimum of 3 
Internet Service Providers for spam offenses. According to 
Spamhaus, Mosh’s gang have figured in the top 10 spammers 
globally for more than five years and are currently listed as 
number 5 [26].  Mosh has also been identified with Internet 
Money Mule recruitment and other associated criminal activity 
[16][22]. 

Between March and early July 2003 there were only 7 
discrete attacks globally [22], however by late 2003 a large 
number of banks in Australia, United Kingdom, the United 
States and New Zealand were being targeted. By early 2004 
banks from all over, Western Europe, Canada and South Africa 
became targets.  The earliest statistics from the Anti Phishing 
Working Group (APWG) show 21 phishing incidents in the 
month of November 2003, 156 in December 2003 and 136 in 
January 2004 [1]. The phishing sites at this time were primarily 
located at large web hosting providers whose systems were 
apparently compromised and used to set up the sites. This 
method continued for some years even being the main method 
observed during the examination of phishing attacks in July 
2006 on one Australian financial institution [23].  But this 
changed not long after with the use of botnets to host phishing 
web sites becoming the dominant method. 

By December 2009 some 249 different brands were 
targeted by traditional phishing attacks (phishing email 
directing victim to a fake website) with over 46,000 individual 
phishing web sites detected.  In the fourth quarter of 2009 
Panda Labs identified over 3 million computers with password 
stealing banking Trojans [2] the newer style of phishing.  A 
study in 2008 over seven months looking at a small sample of 
seventy credential drop zones of Trojans identified over 10,000 
compromised banks accounts and estimated their value on the 
black market to be as high as $USD10 million [15].  In 2007 in 
a two-week period the Trojan Zeus was responsible for losses 
of USD$6 million from banks in the USA, Italy and Spain.  

III. PHISHING ATTACK MODEL 

A. Anatomy of a Phishing Attack 
The phishing attack model is fairly simple.  A number of 

the steps are able to be executed from anywhere in the world 
with an Internet connection.  While the precise method of 
compromise has developed over time this attack model remains 
largely unchanged.  The first Phase in the Internet banking 
fraud involves the targeting of the victim.  The cyber criminal 

sends a phishing email or Trojan lure email to thousands 
perhaps millions of potential victims. A small percentage of 
those receiving a phishing email actually respond by 
confirming their account details in the fake banking website.  A 
greater percentage but still a small minority follow the link in a 
Trojan lure email (e.g. Subject: Prime Minister survived a heart 
attack) and have their personal computers compromised and a 
key logging Trojan is loaded.  When they then conduct their 
next real session with their Internet bank their credentials are 
captured (Phase 2). The victim has ‘clean money’ (c$) in their 
bank account. In Phase 3, the potential Internet money mule is 
approached with a job offer, which is usually advertised by 
unsolicited spam email, Internet messaging and both fraudulent 
and legitimate employment web sites. In order for the transfer 
to take place mules need to supply their current bank account 
details or if they choose set up a new account for this purpose 
and supply those details (Phase 4). 

 
Figure 1.  Anatomy of an Internet Banking Fraud [4] 

In Phase 5 the criminal transfers money from a 
compromised bank account into the mules account. The mule, 
simply doing what their ‘job’ requires, transfers this ‘dirty’ 
money (d$) – minus their fee – via financial transfer services 
such as Western Union to an overseas address which is often as 
we will see in Eastern Europe (Phase 6) [4]. 

B. Internet Money Mules 
‘Internet money mules’ are those who, either knowingly or 

unknowingly, launder money obtained from Internet fraud.  
They are a key part of phishing and related cybercrime. While 
the criminals who steal credentials can easily access Internet 
Banks and perform transactions from the other side of the 
world they cannot necessarily get the money into their own 
hands so easily.  They advertise for Internet money mules 
through spam email, Internet messaging and both fraudulent 
and legitimate employment web sites.  They claim to be 
legitimate employment opportunities with mules often 
receiving between 7% to 10% of funds transferred via their 
accounts as a commission. The cybercriminal transfers money 
from a compromised bank account into the mules account. The 
mule, simply doing what their ‘job’ requires, transfers the 
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fraudulently obtained funds – minus their fee – via financial 
transfer services such as Western Union or Moneygram to an 
overseas address [1].  Data collected by the Australian Federal 
Police indicate that over 50% of these transactions relate to the 
former Soviet Union with Russia being the largest single 
recipient country [13]. 

In a number of Internet banking frauds in the United States 
communication between the Internet money mule and the 
organisers of the fraud has been obtained [17][18][19] see 
figures 2-4.  Internet money mules are told to direct the money 
via the local Western Union office back to addresses in these 
cases in the Ukraine.   

 
Figure 2.  Instruction to Internet Money Mule [17] 

 
Figure 3.  Welcome to Internet Money Mule [18] 

 
Figure 4.  Payment Instructions for Internet Money Mule [19] 

 
Figure 5.  Internet Money Mule Registration [19] 

Interestingly upon recruitment see figure 5 [19] Internet 
Money Mules are asked to certify there is a local Western 
Union office they can access. 

C. Money Laundering 
Money laundering is defined in Criminal Code Act 1995 

(Cth) as dealing with money or property that is the proceeds of 
crime.  Under that legislation the penalties vary depending on 
the level of culpability.  There is similar legislation in each 
state and territory with the exception of the Northern Territory.  
While the actus reus (guilty act) for money laundering is 
clearly present with Internet Money Mules the question arising 
is the mens reas (guilty mind) present and is whose mind.  
Clearly the architects of the transaction are culpable but what 
about the mules themselves and the money transfer agents such 
as Western Union and Moneygram? 

 It is widely accepted there are three stages in money 
laundering.  They are placement, layering and integration.  
Placement is where the proceeds of crime are placed within the 
financial system.  Layering is where those proceeds are 
separated from their source by layers of transactions, which 
disguise the ownership of funds, and makes it more difficult to 
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trace. Lastly integration is where the proceeds of crime re-enter 
the financial system as apparently legitimate funds [10]. 

If we look at the phishing attack model, placement is where 
the funds are moved from the victim’s account to the mules 
account.  Layering then occurs when the mule withdraws the 
money in cash and then wires it via Western Union or 
Moneygram.  At this point we do not really see integration but 
presumably after the money is withdrawn from Western Union 
it is ultimately returned to the financial system. 

D. Eastern Europe and Phishing 
The involvement of Eastern European gangs, such as 

Mosh’s, did not end in 2003.  As recently as September 2009 
Neil Gaughan the head of the Australian High Tech Crime 
Centre (AHTCC) told a parliamentary enquiry that the majority 
of cybercrime in Australia is driven by organised crime gangs 
in Russia [7]. Nigel Phair former team leader from the AHTCC 
saying in his book, 

“A significant amount of internet-enabled crime including 
Phishing and denial of service attacks … is perpetrated from 
within the states which comprise the former Soviet Union. 
[25]” 

Previous research has demonstrated the significant role 
Eastern Europeans play in phishing and related cybercrime 
particularly those from Russia and Ukraine [11][23].  These 
groups are highly organised, entrepreneurial and experienced in 
money laundering.  While they are not alone in this space with 
groups from Nigeria and Brazil also identified they are by far 
the largest and best organised cyber criminals.  Because of this 
they make responding to this crime all the more difficult for 
banks and law enforcement. 

IV. THE WEAKNESSES THAT ALLOW PHISHING TO SUCEED 

A. The Borderless Internet 
The Internet has changed the paradigm of crime forever.  

Now criminals and criminal groups have global reach in a way 
that Italian Mafia and Asian Triads could only have dreamed in 
the past.  Not only are they free to target victims throughout the 
world they can co-ordinate their activities across multiple 
countries as well all from the comfort of their Dacha on the 
outskirts of Kiev. East European groups with their high level of 
technical education [22] and resources have been particularly 
quick to embrace the Internet.  This has combined with the 
opening up of the world economy and the relatively free flow 
of funds globally. 

B. Limitations of Technical Solutions 
Since 2003 the IT security industry looked for technical 

solutions to phishing.  In the last few years Internet banks have 
introduced a number of technical security innovations.  These 
include the use of tokens (which provide a one time password), 
challenge and response mechanisms (using battleship cards) 
and codes sent to phones via SMS to authorise transactions.  
While it would seem such methods would prevent these attacks 
this has not been the case.  Essentially any information that can 
be socially engineered from the user will be.  The computer 
platform itself cannot be trusted and Trojans, like Zeus, will sit 
in the middle of an authorised transaction and change it in real 

time to go to the Internet money mules account rather than the 
intended recipient.   Lastly whatever method is devised it needs 
to have a good level of usability.   Therefore having to key in 
detailed transaction information into a small handheld token 
device to obtain a unique authorisation code (which would foil 
most of the current attacks) is not practical for the average 
Internet bank user. 

C. The Safe Haven 
If we examine the criminal network that supports Phishing 

and related cybercrime we can see that it takes advantage of a 
number of vulnerabilities in the way Internet Banking and Law 
Enforcement operate.  Cyber criminals operating anywhere in 
the world can compromise Internet banking users and then 
operate those victims’ accounts using Internet connections.  
Banks who report these crimes to local Law Enforcement are 
immediately frustrated.  Law enforcement, which is based 
around specific jurisdiction, is at best unwieldy across national 
boundaries.  This is even more the case where countries have 
little formalised relationships at this level.  Russia for instance 
does not even allow for offenders to be extradited to the 
country where the offence has been committed under any 
circumstances.  Offenders can be tried locally that requires a 
significant commitment by a number of levels of the local 
criminal justice system.  Typically in the case of frauds against 
foreign banks, which are viewed at the less serious end of 
crime, this commitment is lacking.   John Pironti, a banking 
security expert, claims that as long as long as A-Z (the alleged 
author of Zeus) remains in Russia, he is effectively beyond the 
rule of law, since cybercrime against the West is such a low 
priority for Russian Police [30][31]. In response to a question 
about organized crime networks involved in phishing AHTCC 
Commander Neil Gaughan, said, 

“We have done some mapping in relation to money 
laundering and issues such as that. We use the internet (sic) to 
map where these sites have gone and most of them are going 
back to Eastern Europe. When you have the difficulty of 
jurisdictional type discussions.[7]” 

So while the source of the problem is recognized the 
problem of what has become a virtual safe haven for 
cybercrime comes into play.  It is upon this law enforcement 
challenge, which the successful attack model is based. 

D. Law Enforcement Challenge 
There should be no “legal vacuum” [20] for offences 

committed from within Eastern Europe.  Clearly cybercrimes 
are not the first offences to have international cross-
jurisdictional issues.  While in those non-cybercrime cases it 
was more common for offenders to flee jurisdictions than 
actually commit the offences from the other jurisdiction it still 
does happen.  A particular example is in large international 
drug conspiracy cases which have been successfully prosecuted 
for more than 30 years.  But it takes time and a degree of 
commitment by all sides.   

The model for police law enforcement co-operation 
internationally has two main elements.  There is police-to-
police assistance and this relates to things such as general 
intelligence exchange, and information obtained from 
voluntary interviews and is generally brokered via Interpol 
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[20].  In addition the Australian Federal Police operate a 
network of International Liaison Officers (ILOs) worldwide 
often with some sort of formal co-operation agreement with a 
law enforcement partner in the other countries.  Then there is 
mutual assistance, which provides for use of coercive powers 
such as search warrants, which is handled by the Federal 
Attorney General’s Department liaising with their equivalent in 
the other country. 

One of the authors had first hand experience in dealing with 
both these modes of gaining assistance in the mid 1990s in a 
large fraud investigation.  The police to police inquiry to work 
out whether an individual (the main suspect) in a major fraud 
was in Hong Kong took over six months and the mutual 
assistance application to obtain banking records took nearly 
two years.   Is it any different now with Cybercrime?  Let us 
look at what happened after the first phishing attacks against 
banks in Australia in 2003.  The attack against Westpac Bank 
occurred on 4 July 2003.  Westpac’s lawyers immediately 
contacted the Australian Federal Police but the matter was left 
till the following week to go to the ILO in Washington, Federal 
Agent Kevin Zuccato (by chance a future Australian High Tech 
Crime Centre Director).  He worked hard to get some traction 
with his FBI colleagues but according to the owner of the 
company which hosted the hardware the phishing sites were 
on, FBI agents did not turn up on his doorstep till September 
2003 over two months later [13].  From an evidentiary 
perspective this may well have been fatal to the case.   Logging 
in IT Hosting companies is limited at the best of times and 
critical data which could identify the source of traffic may be 
lost forever after even a few weeks.  In addition any follow up 
investigation of data found (such as IP source of those setting 
up the phishing sites in this case) would in turn be significantly 
delayed with a similar knock on effect.  

The Cybercrime Convention was developed to handle many 
of these issues including, 

“Recognising the need for co-operation between States and 
private industry in combating cybercrime and the need to 
protect legitimate interests in the use and development of 
information technologies; (and) Believing that an effective 
fight against cybercrime requires increased, rapid and well-
functioning international co-operation in criminal matters;” 

While Australia and the Ukraine are signatories at present, 
Russia is not.  The authors are not aware whether the treaty has 
led to a greater degree of co-operation from the Ukraine and to 
date there have been no arrests in the Ukraine of cyber 
criminals for crimes in the West.  The Ukrainians that have 
been arrested, it should be noted, were travelling outside of 
Eastern Europe when picked up. 

V. THERE IS A WEAKNESS IN THE PHISHING ATTACK 
MODEL 

A. Following the Money 
Thus we have these safe havens for cybercrime where 

offenders are free to use the Internet to commit crimes but 
highly unlikely to face arrest and punishment for these crimes.  
There is a weakness in the criminal network too.  To identify it 
we simply as the old parlance says “Follow the money”.   
While a few incidents of early Internet banking fraud in 2003 

took advantage of direct Overseas Telegraphic Transfer banks 
quickly identified this [4].  The banks then either removed this 
functionality or delayed payments so they could be manually 
reviewed.  This led to the need for Internet money mules.  
These mules were needed to draw the money out in cash and 
then transfer it via Western Union or Moneygram back to the 
next level.  The mules themselves who are ultimately dupes are 
expendable.  However the real weakness is the money needs to 
be transferred by Western Union or Moneygram.  Without 
Western Union or Moneygram the money would never make it 
back into the hands of the cyber criminals.  Clearly Western 
Union and Moneygram obey the law and have worked with 
industry to warn users of being used as Internet money mules. 
However a review of the material Western Union supply to 
customers shows they could be a lot more explicit in warning 
customers and perhaps more proactive in identifying fraudulent 
transactions.   

B. Could Western Union Do More? 
Western Union was founded over 150 years ago in the 

United States and has a reputation as a good corporate citizen.   
To discourage Internet money mules they have issued security 
bulletins and worked with law enforcement and victim banks. 
However there is an opportunity for them to do more. On 
Western Union’s information sheet on job scams, titled 
“Dream Job Only a Dream?”,  it states,   

“Job scams may vary…The key is this; scam artists will 
always require some type of payment before employment can 
take place.” 

Not so with Internet money mule jobs scams.  Mules are 
not expected to put up any money.  This advice relates to 
victims of scams who are sending their own money overseas 
and not those acting as “agents” for fraudsters.  Western Union 
have further information sheet titled “When Easy Money Isn’t 
Easy” which addresses this scenario but its title is somewhat 
confusing and would seem more about lottery scams and the 
like.  Also customers are not told to voice their concerns to 
agency staff rather are directed to further educational material 
or a 1-800 number, which does not work in Australia. 

 
Figure 6.  Warning on form states “ Your funds could be at risk” which for 

Internet money mules is not the case. 

While Western Union have co-operated with law 
enforcement and the banks to trace and stop payments, 
anecdotally it appears the only time that they pro-actively 
identify fraudulent transactions is when the recipient has 
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already been the subject of a previous fraudulent transaction.  If 
they were profile transactions based on recipient country, 
amount and other values they would be able to identify other 
fraudulent transactions.  In 2007 whilst working for a major 
Australian bank one of the authors became aware that when 
transactions from frauds were being stopped upon request of 
victim banks or law enforcement, Western Union would keep 
the commission on the transaction.  This commission keeping 
practice was also confirmed by staff at another major bank. 
Inadvertently Western Union was benefiting from the proceeds 
of the fraud.  It is understood that they have since ceased this 
practice but Western Union and Moneygram need to do more 
to help prevent this crime. 

VI. WHAT SHOULD WE DO? 

A. What should the Australian Government do? 
1) AUSTRAC 

The Australian Transaction Reports and Analysis Centre 
(AUSTRAC) are Australia’s anti-money laundering and 
counter-terrorism financing regulator.  One of the main pieces 
of legislation they operate under is the Financial Transaction 
Reports Act 1988.  That act sets out the requirements of 
financial organisations such as banks and Western Union in 
regard to reporting suspicious transactions.  

“If at any time while dealing with a customer (from the 
enquiry stage to the actual provision of a designated service or 
later), a reporting entity forms a suspicion on a matter that they 
suspect may be related to an offence, tax evasion, or the 
proceeds of crime, they must provide a report to 
AUSTRAC[8].” 

Their regulatory guide on what should be considered when 
assessing whether a transactions is suspicious includes, 

“(T)ransactions involving known tax havens, narcotic 
source or transit countries (and) movements by a customer of 
large amounts of cash that have no apparent legitimate 
source[8].”  

If such a suspicion was formed when an Internet money mule 
attempted to send cash via Western Union or Moneygram by 
staff, Western Union should report the matter to AUSTRAC.   

In addition to suspicious transactions AUSTRAC also gather 
data on all international funds transfer instructions, which 
would naturally cover Internet money mule transfers to Eastern 
Europe.  This data is available to various Australian law 
enforcement agencies and could be used for profiling. 

2) Australian Crime Commission 
The Australian Crime Commission (ACC) formed in 2003, 

essentially to replace the National Crime Authority, the 
Australian Bureau of Criminal Intelligence and the Office of 
Strategic Crime Assessment.  Amongst its key target areas are 
high threat organised crime groups.  It defines these groups as 
having the following characteristics. 

• have transnational connections 
• have proven capabilities and involvement in serious 

crime of high harm levels including illicit drugs, 
large scale money laundering and financial crimes 

• have a broader geographical presence and will 
generally operate in two or more jurisdictions 

• operate in multiple crime markets  
• are engaged in financial crimes such as fraud and 

money laundering intermingle legitimate and 
criminal enterprises 

• are fluid and adaptable, and able to adjust activities to 
new opportunities or respond to pressures from law 
enforcement or competitors 

• are able to withstand law enforcement interventions 
and rebuild quickly following disruption 

• are increasingly using new technologies  
• use specialist advice and professional facilitators.[5]” 

 

This definition would certainly describe the Eastern 
European Cybercrime groups.  They should be priority targets 
of the ACC if they are not already.  In addition money 
laundering is a focus area for the ACC.  If the ACC were to 
specifically focus on the money laundering of these cybercrime 
groups by using data on Western Union and Moneygram 
transfers to suspicious countries based on Intelligence readily 
available form AUSTRAC they would soon build a profile of 
what is occurring.  They could for instance flag any cash 
transaction going from Australia to Russia, Ukraine and 
Moldova from a person with a surname, which is not Eastern 
European in origin. While this may not stop the particular 
transaction it would provide useable intelligence for law 
enforcement and data to identify where more due diligence was 
required by Western Union and Moneygram.  Similarly 
transactions to Nigeria (the home of the 419 scam) by those 
with non-African names would similarly identify potential 
level of fraud exposure via this channel.  

3) Proactive Government Action 
In Australia these government bodies are specifically 

tasked with looking at international money laundering.  If these 
bodies took a specific reference on these activities and look at 
data available from Western Union and Moneygram, as 
suggested, it may prove to significantly reduce the incidence of 
money laundering via this method. The difficulty to date is that 
the individual amounts have been small and opportunities to 
recover monies for funding anti money laundering operations 
are limited as the victim banks typically have a claim to funds 
recovered. 

4) Legislative Change 
It may well be that the current legislation in place is 

sufficient to proactively combat this money laundering 
problem. There may however also be scope for specific 
legislation where there is an increased onus on organisations 
and individuals that transfer money across national boundaries 
to establish they are not the proceeds of crime. 

5) Destroying the Safe Havens 
While the issues of law enforcement co-operation in Russia 

and Ukraine may seem apparently insolvable, there are signs of 
opportunities to remove the safe havens.  Romania who have a 
history as a source of cybercrime have in recent years opened 
their borders to US law enforcement and the E-Bay Safety 
team in an effort to reduce this problem.  In March this year, 
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FBI Director Robert Mueller in a speech to the RSA 
conference said, 

 “And we have worked with the Romanian National Police 
to arrest more than 100 Romanian nationals in the past 18 
months. Four years ago, several American companies 
threatened to cut cyber ties with Romania because of the 
rampant hacking originating from that country. And yet today, 
Romania is one of our strongest partners.[14]” 

This rapprochement with the west seems to be largely 
driven by a desire to become part of the European Union (EU), 
which is not on the agenda of Russia or the Ukraine.  Despite 
this there are some small signs of progress in Russia.  In March 
this year the Russian Federal Security Service (FSB) arrested 
St Petersburg hacker Victor Pleshchuk in connection with large 
Cyber-fraud on RBS Worldpay in late 2008, one of first arrests 
on Russian soil of a cyber criminal wanted in the West [24].  
The involvement of the FSB is significant, as these matters 
would routinely be dealt with by St Petersburg Police or 
Division K of the Interior Ministry (who are focused on 
computer crime).  This may well indicate the priority placed on 
this cybercrime by the Russian Government or that at this point 
the reliability of those other agencies is still in question. 

B. What Should Industry Do? 
1) Education 

The Internet money mules themselves are too a key part of 
this network for without them these transaction would not be 
able to be completed.  Therefore we need to educate potential 
Internet Money Mules about their involvement in this crime.  
They will never make any money from being an Internet 
Money Mule and could potentially be prosecuted.  This 
education needs to be targeted both the point where Internet 
Money Mules are recruited and at where they operate.  Work in 
this area indicates there is a strong gender bias towards Internet 
money mules being males and the 24-36 age group. This is 
even greater when the element of potential criminal intent 
exists. The bias progressively increases as the age of the money 
mule increases [4]. 

2) Monitoring the IT threat 
Another aspect of the problem is the advancing 

sophistication of the schemes to attack Internet banking 
organisations and their customers.  The Zeus Trojan using a 
series of configuration files which it downloads when needed 
to target particular brands and their particular authentication 
system [7].  It also can download the details of mule accounts 
to transfer money directly to.  But this creates opportunities for 
both operational and tactical intelligence.  Configuration files 
identify targeted brands, styles of attack and existing Internet 
Money Mules.  This intelligence can be used in interdiction of 
fraudulent transactions and designing more effective defenses 
for attacks.  While this is often a complex task it is more a 
matter of using a small number of highly skilled staff rather 
than a huge number of operations style staff that today are 
involved in phishing site takedowns and other activities which 
lend themselves to process style functions. 

C. A True Strategy 
A true strategy has a downside.  It means you have to 

redirect your resources.  You do not get to do all the things you 

did before so you need to make choices.  So if we are to focus 
on the money laundering aspects along with technical 
surveillance what can we stop doing or at least reduce the effort 
with?  Clearly phishing site shutdowns have limited effect 
given the various techniques used to frustrate them such as fast 
flux; a phishing site hosting technique where the nodes in a 
Botnet are used as the endpoints and the DNS records change 
frequently [15] [3].   Conversely often still-active phishing sites 
provide more intelligence to responders. 

D. Difficulties 
While the strategy proposed is based upon the current threat 

it is clear the threat itself is Machiavellian, thus it will change 
to counter preventative strategies.  Already the use of Internet 
money mules is being supplanted in some cases in the United 
Kingdom.  What we could call “International Money Mules” 
are being sent from Eastern Europe by car into the United 
Kingdom to withdraw funds directly and return.  While this 
removes Western Union and Moneygram from the picture it 
does expose the practice to interception at the United 
Kingdom’s borders and those who unlike the Internet money 
mule have some criminal culpability in the offence to arrest.  
Australia is clearly a different case where our remoteness from 
Europe makes this impractical. 

VII. CONCLUSION 
 

In this paper the authors have presented a winning strategy 
for the war on phishing.  This strategy is based on areas where 
there are weaknesses in the phishing attack model.  The 
proposed strategy is firstly to focus law enforcement efforts on 
money transfer agents such as Western Union and Moneygram.  
Secondly, government’s need to bring pressure to bear on the 
governments of Eastern Europe to ensure there is no “legal 
vacuum” or safe haven in which cyber criminals can operate.  
This while largely aspirational has parallels in recent times 
with efforts to get Romania to clean up its act.  Thirdly, a focus 
by the IT Security community should be on sources of 
technical intelligence from Phishing infrastructure where there 
is good scope to recover compromised customer credentials, 
identify Internet money mule accounts and monitor attack 
development.  Lastly, the banking industry should focus on 
educating potential Internet Mules Money to prevent them 
being duped into money laundering.  With this focus the 
authors believe the success rate for these fraudulent 
transactions will greatly reduce to the point where the practice 
becomes no longer viable for these cybercrime groups and they 
look for easier targets, as they look at cost vs. benefit as in the 
end of the day they are a business, albeit an illegal one.  
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